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1. Not-For-Profit Information
	Name of Association
	

	Number of Staff (approximate headcount)
	Full Time = 
Part Time = 

	Location of Offices:
	

	Primary Mission of Association:
	

	Primary Contact for this BCP:
	

	Alternate Contact for this BCP:
	


2. Confidentiality
The information contained in this document is considered privileged, confidential or otherwise protected from disclosure.  Any review, dissemination, or use of this information by unauthorized personnel is strictly prohibited without the explicit approval of the Executive Director or Board Chairperson.  Any copies in your possession, regardless of media, should be appropriately secured and in the event it is misplaced, lost, or stolen, you are required to notify the Executive Director or Board Chairperson immediately.
3. Statement of Policy (optional)
The policy states that the organization will implement and sustain a business resilience framework to ensure adverse circumstances, business events, and disruptions do not prevent attainment of strategic goals. The policy objectives direct management to ensure:

· The health and safety of our people is the first priority at all times.

· Protection of the organization’s assets and reputation.

· Risk exposures are identified and mitigated through planned responses.

· A coordinated and timely response to adverse circumstances, business events, and disruptions.
4. Scope
The dimensions included in the BCP encompass responses to risks that impact the organization’s ability to recover from an adverse event and return to normal operations.   Currently the BCP is limited to the following categories:
· Natural - extreme natural events such as floods, storm surges, avalanches, landslides, tornadoes, forest fires and earthquakes.

· Human induced – intentional events that encompass part of the spectrum of human conflict, such as terrorist or cyber-attacks, and electrical power outages or other disruptions to a critical infrastructure sector that result from a human or technological accident or failure.

· Biological - animal or human health diseases that risk causing a pandemic.
IT disasters are not included in this plan due to the complexity of recovery activities. These are detailed in a separate IT Disaster Recovery Plan.
5. Hazards and Threats
Through a risk assessment, the following is a list of reasonable hazards that were identified, analyzed in relation to the business impact and risk category, and ranked in accordance with the enterprise risk management matrix (example provided below)
	Natural 

	Hazard
	Risk Category
	Ranking

	
	
	Likelihood
	Impact
	Exposure

	Severe Weather 

*tornados, blizzard, etc. 
	People Safety

Legal/Compliance
	High
	Low
	Moderate

	Flood

	People Safety

Legal/Compliance
	Moderate
	Moderate
	Moderate

	Wildfire
	People Safety

Legal/Compliance
	Moderate
	Low
	Low

	Human Induced 

	Hazard
	Risk Category
	Ranking

	
	
	Likelihood
	Impact
	Exposure

	IT Disruption (See IT Disaster Recovery Plan)
*cyberattack, ransomware, equipment failure/theft, data corruption, Internet failure, etc. 
	Legal/Compliance

Reputation

Sustainability
	Moderate
	High
	High

	Utility Outage
	People Safety
	Moderate
	High
	High

	Human Conflict

*workplace violence; disgruntled employee, public, etc.
	People Safety

Legal/Compliance
	Moderate
	High
	High

	Medical Emergency

*injuries, self-inflicted harm, health incidents 
	People Safety
	Moderate
	Moderate
	Moderate

	Water Leaks, Damage
	People Safety


	Moderate
	Moderate
	Moderate

	Threats from Surrounding Organizations

*provincial courts, remand centre, penitentiaries, etc.
	People Safety

Legal/Compliance
	Moderate
	Moderate
	Moderate

	Terrorism, Bomb Threat, Armed Intruder
	People Safety

Legal/Compliance
	Moderate
	Moderate
	Moderate

	Building Fire
	People Safety

Legal/Compliance
	Low
	Moderate
	Low

	Suspicious Package
	People Safety

Legal/Compliance
	Low
	Low
	Low

	Biological 

	Hazard
	Risk Category
	Ranking

	
	
	Likelihood
	Impact
	Exposure

	Pandemic
	People Safety
	Low
	High
	Moderate


6. Objectives
The following high-level objectives of the BCP are consistent with the business resilience policy:

· People safety is a priority.

· Maximize the effectiveness of business continuity to ensure the full recovery of operations.

· Identify the activities, resources, and procedures required to affect an efficient recovery in the event of an emergency, incident, or crisis.

· Define roles and assign responsibilities of personnel who will lead business continuity activities.

· Ensure timely co-ordination and communication with internal and external stakeholders.

· Conduct annual testing and document test results and follow-up actions.

· Create ongoing education and awareness about the risks and the procedures to be followed.
7. Assumptions
The BCP is based on the following assumptions:
· Facilities will be partially or completely damaged or inaccessible for more than a period of 30 days.

· Alternative facilities are available in Edmonton at the Terrace Building for immediate use following the disruptive event, but space is limited.

· Key personnel identified in the BCP will be available after the disruptive event.

· Backup data and vital records located in offsite storage will be readily available.

· Critical resources (laptops, photocopier/fax/scanner, desks, etc.) will be available.

· Employees are trained to assume their roles. 

8. Activation 
The BCP may be activated in whole or in part when the operation of a facility, functional area, critical function, or system component fails to operate, is damaged, is unable to meet its operational objectives, cannot be accessed or is restricted.
8.1. Activation Authority
The following personnel are authorized to activate the BCP and assume the role of Incident Commander:
	Name
	Position
	Contact – Phone
	Contact – Email

	
	Incident Commander 
	
	

	
	Alternate Incident Commander
	
	


8.2. Decision Making Principles

Managing the organization through a disruptive event requires enhanced decision making that relies on the following principles:

· Adopt a command and control approach to ensure decisions are made quickly.

· Create a safe environment where staff and volunteers can voice concerns.

· Use explicit and tacit knowledge.

· Manage expectations by communicating often to eliminate rumours and speculation.

· Manage cognitive bias caused by simplifying information processing strategies employed by the subconscious mind.

· Accurately document decisions to use as check points along the way and for future reference.  
8.3. Conditions

A graduated activation approach has been developed to define standard activation criteria used to determine when to activate and to what extent.
· Level I – a disruptive event that results in an outage for an expected period of up to 3 days. Damage from a Level I disruptive event is not large scale and could include minor damage to the facility, lack of access due to weather or city/town infrastructure conditions, or hardware/software problems not addressed by normal short-term support.  
· Level II – a disruptive event that results in an outage for an expected period of up to 14 days. Damage from a Level II disruptive event is more serious and may result in loss of the facility, equipment, or systems due to fire or flooding, etc.
· Level III - a disruptive event that is severe and results in an outage for an expected period in excess of 15 days. Damage from a Level III disruptive event may cause damage to reputation; financial loss; or have legal, contractual or regulatory implications. 
8.4. General Business Continuity Workflow Diagram
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8.5. General Business Continuity Procedure

The following is a high-level business continuity process and detailed procedure that applies when the operation of a facility, functional area, critical function, or system component fails to operate, is damaged, is unable to meet its operational objectives, cannot be accessed or is restricted. 

	Business Continuity Procedure

	
	Action
	Responsibility

	Plan is activated

	1. 
	Assess and document the actual or expected damage resulting from the hazard or threat (natural, human induced, biological). 
	Incident Commander or Alternate

	2. 
	Determine whether BCP warrants a Level I, II or II activation and activate BCP accordingly.
	

	3. 
	Review the BCP procedure to determine appropriate steps based on assessment. 
	

	4. 
	Notify Board of damage, plans, and costs to resume operations.
	

	5. 
	Notify staff and volunteers that the BCP has been activated and provide as much detail as possible.
	

	Prepare alternate site

	6. 
	If an alternate site is available, inspect it to ensure equipment is working and supplies are available.
	Incident Commander or Alternate

	7. 
	Report progress to the Board.
	

	Relocate staff

	8. 
	If an alternate site is available, notify staff and provide directions for deployment including where and when to report to work. 
	Incident Commander or Alternate

	9. 
	If a ‘work from home’ strategy is deployed, notify staff regarding the situation and request that they work from home until further notice. 
	

	10. 
	Provide any necessary support to staff members who are working from home to ensure they are operational.
	

	11. 
	If temporarily closing and suspending services, notify staff and volunteers immediately and provide support and assurance.
	

	12. 
	Report progress to the Board.
	

	Communicate

	13. 
	Work with the Board to develop key messages. 
	Incident Commander or Alternate

	14. 
	Notify external stakeholders and community of the situation and possible delays or disruption in service delivery.
	

	15. 
	Create and distribute media release(s) as required.
	

	16. 
	Continue to keep staff, volunteers, and external stakeholders updated as required. 
	

	Restore facility and/or services

	17. 
	If the facility is damaged or other services (power, water, heat, etc.) are unavailable, meet with Building Manager/General Contractor/Service Provider (Section 15) to assess damage and determine plan for restoring facility and/or services.
	Incident Commander or Alternate

	18. 
	Provide restoration plans to the Board.
	

	19. 
	Continue to work with and monitor progress of Building Manager/General Contractor/Service Provider, until facility and/or services are restored, and normal operations can be resumed.
	

	20. 
	Execute restoration plan, track expenses and activities (Section 13), log decisions (Section 14) and report progress to the Board.
	

	Resume normal operations

	21. 
	Once the facility and/or services are restored and normal operations can be resumed, notify staff to return to work.
	Incident Commander or Alternate

	22. 
	Conduct a debrief session and conduct a Business Continuity Debrief (Appendix A).
	

	23. 
	Write up a report documenting lessons learned and opportunities for improvement and distribute to the Board.
	

	24. 
	Update plans to reflect improvements.
	


9. Delegation of Authority
This order of succession and delegation of authority is authorized by the Board of Directors and is valid until the succeeded manager becomes available, is changed by the Board of Directors, or is permanently replaced by the Association.  The successor shall have the full authority to act in place of the original.
	Position
	Replaced by
	Alternate replaced by
	Alternate replaced by

	Chair
	Vice Chair
	Secretary
	Treasurer

	Executive Director
	Director
	Manager
	


NOTE:  There is no requirement in the industry standards to go three deep or more and is completely up to the Association as to how many replacements to list.
10. Roles and Responsibilities
The following table succinctly describes the composition of the business continuity governance structure, roles and responsibilities, authority and communication. This team concept includes all required actions, responsibilities, specific instructions, and resource requirements. Each team member is assigned responsibility for tasks to respond in the event recovery after a crisis or emergency is required.  NOTE: An organizational chart can be inserted to clarify relationships in more complex organizations.  
	Role
	Name, Title
	Address 
	Contact (phone, cell phone, email)
	Actions & Responsibilities

	Board of Directors
	
	
	
	*Oversee and delegate decision making authority
*Approve Plan and key messages
*Monitor progress

	Board Chair
	
	
	
	*Liaison between Board and Incident Commander

	Incident Commander
	
	
	
	*Conduct assessment and recommend activation

*Document decisions
*Execute Plan
*Track expenses

*Provide updates and media releases

*Conduct post-incident debrief, document findings, update plans

	Alternate Incident Commander
	
	
	
	*Support the Incident Commander or fill the position as required


11. Continuity Priorities
NOTE:  The table provided in this section must be completed by the Association as this information is organization specific.

Maximum Acceptable Outages (MAOs), Recovery Time Objectives (RTOs), and Recovery Point Objectives (RPOs) for each functional area are listed in order of importance (criticality) as identified by the business impact assessment (BIA) and risk assessment and approved by the Board.  The timing of a disruption, more than anything else, will determine the recovery objectives for specific areas.  A disruption during non-peak timeframes may allow leniency. The MAO, RTO and RPO ratings are based on the following definitions and scale:

	Tiers
	Time

	Tier 1
	0 - 8 hours

	Tier 2
	9 - 24 hours

	Tier 3
	1 - 3 days

	Tier 4
	4 - 14 days

	Tier 5
	15 - 30 days

	Tier 6
	+ 30 days


· Maximum Acceptable Outage (MAO)
: The time it would take for adverse impacts, which might arise as a result of not providing a product/service or performing an activity to become unacceptable. Also referred to as maximum allowable outage (MAO) or maximum tolerable outage (MTO).

· Recovery Time Objective (RTO)
: The time goal set for the restoration and recovery of functions or resources based on the acceptable down time in case of a disruption to operations.
· Recovery Point Objective (RPO)
: The point to which information used by an activity must be restored to enable the activity to operate on resumption.
· Peak Period: Any point during which the functionality of the identified function is critical and may affect the MAO or RTO (i.e. business cycles)
	Critical Function 
	Maximum Acceptable Outage (MAO)
	Peak Periods
	Recovery Time Objective (RTO)
	Recovery Point Objective (RPO)

	
	0-8 hours
	9-24 hours
	1-3 days
	4-14 days
	15-30 days
	30+ days
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	


12. Business Continuity Tasks

List the tasks and any important instructions that are to be carried out in order to resume the functions within the MAOs for various scenarios identified in the risk assessment.  The tasks should be sequential in time and may be modified by the Incident Commander at the time of a disruptive event.  A sample table is provided below for a Pandemic:

	Scenario 1: Pandemic

	Critical Function
	Task/Recovery Steps
	Instructions
	Assigned To
	MAO
	Completed By

	Program Delivery
	Once alert of a pandemic is received, research and assess the situation
	Based on reliable sources (WHO; CDC; Provincial Health Services: Federal, Provincial, Local Governments) and decision making principals determine whether to activate BCP (Level I, II, III).
	Incident Commander
	N/A
	Within 4 hours

	
	Meet with staff
	Identify what staff are working on, case loads, priorities, capacity, etc. and discuss any personal concerns.
	Incident Commander
	N/A
	

	
	Document the expected impact on service delivery, staff, volunteers, community, external stakeholders, etc. and identify strategies to reduce impact
	Consider the following:

Service Delivery – business as usual, no immediate action required but monitoring situation; reduce or limit services and allow staff to work from home; or temporarily cease service delivery until pandemic is lifted.

Staff – if limiting services or closing, determine alternative work assignments and possible impacts on employee compensation.

Volunteers – cancel all volunteer shifts to ensure their safety.
Events – identify all planned events such as meetings, conferences, fundraisers, travel, and other face-to-face gatherings and recommend rescheduling, cancelling or conducting via phone or videoconference.

Operations - determine how to maintain day-to-day operations such as payroll, accounts payable, accounts receivable, banking, phone calls, emails, mail, etc. 
	Incident Commander
	N/A
	

	
	Notify Board
	Review assessment and recommendations with the Board and get approval.
	Incident Commander
	N/A
	Within 8 hours

	
	Notify staff and volunteers
	Describe the situation and provide details such as why the decision was made, what actions are being taken, expected timelines, etc. and provide assurance that the situation is under control.
	Incident Commander
	N/A
	Within 12 hours

	
	Execute plan
	Implement work from home strategy for staff or temporarily cease service delivery.
	Incident Commander
	N/A
	Within 12 hours

	
	Communicate
	Develop key messages for communication with external stakeholders, the community and media.
	Incident Commander
	N/A
	Within 16 hours

	
	Monitor
	Continue to monitor situation through reliable sources and provide updates to the Board, staff and volunteers.
	Incident Commander
	N/A
	Ongoing until pandemic alert is lifted.

	
	Resume operations
	Notify staff, volunteers, external stakeholders and community that services are returned to normal.
	Incident Commander
	N/A
	When pandemic is lifted.

	
	Review
	Conduct a debrief to identify what went well and what didn’t; document lessons learned and revise plans to reflect improvements.
	Incident Commander
	N/A
	Within 2 weeks of resuming operations.

	Scenario 2: 

	Critical Function
	Task / Recovery Steps
	Instructions
	Assigned To
	MAO
	Completed By

	
	
	
	
	
	

	
	
	
	
	
	


13. Expenses and Activities
All BCP actions and expenses will be documented using the form below for use during the post-incident review to:

· identify lessons learned and improvements; 

· verify that important steps were followed and completed;

· defend the organization in litigation; 

· demonstrate that regulatory compliance was achieved or to management that the plan was executed as intended; and 

· provide evidence to insurance adjusters that expenses were in fact incurred.

Continuity Action & Expense Log
INSTRUCTIONS: Use this form to record all continuity related events, actions, expenses and decisions.  Provide as much detail as possible.  
Association Name: ____________________________________________
	Item #
	Date & Time
	Event, Action, Expense, Decision
	Amount
	Cost Centre
	Vendor
	Invoice #
	Logged by
	Insurance Reimbursement

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	


14. Decision Log

INSTRUCTIONS: Use this form to record all BCP related decisions and resulting actions.  Provide as much detail as possible.  

Team Name: ____________________________________________

	Item
	Date
	Decision/Action
	Action Assigned To
	Status
	Authorized By

	1. 
	
	
	
	
	

	2. 
	
	
	
	
	

	3. 
	
	
	
	
	


15. Vendor / Supplier Contact List
List the outside contacts such as vendors and supplies that are needed to support the implementation of the recovery strategies. A sample table is provided:
	Vendor Name
	Address
	Telephone
	Name of Representative
	Contact Info (cell, email)
	Product or Service
	Account Number
	Passwords or other Information

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


16. Alternative Locations & Space Allocation (Optional)

Explain the strategies for relocation to alternative sites.  Include complete details that instruct staff where to go, how to get there, and what to do once they arrive.  Maps and directions should be attached as an Appendix.  Note: This does not apply to work-from-home strategies. 
17. Equipment Requirements (Optional)
List the equipment that will be required to support business continuity activities, including vehicles, office equipment, hardware, etc. A sample table is provided below:

	Critical Function 
	Description of Equipment Required Within:
	Type or Model #
	Equipment Source


	
	0-8 hours
	9-24 hours
	1-3 days
	4-14 days
	15-30 days
	30+ days
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	


18. Software Requirements (Optional)
List the software that will be required to support business continuity activities. This should inform the IT Disaster Recovery Plan.  A sample table is provided below:

	Critical Function 
	Description of Software Required Within:
	Platform or Device
	Licenses & Passwords
	Location


	
	0-8 hours
	9-24 hours
	1-3 days
	4-14 days
	15-30 days
	30+ days
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	


19. Forms & Supplies (Optional)
List any forms and supplies needed to implement the recovery strategies. Copies or templates of special forms should be saved to an external hard drive and stored off-site.  A sample table is provided below:

	  Critical Function 
	Description of Forms & Supplies Required Within:
	Supply Source

	
	0-8 hours
	9-24 hours
	1-3 days
	4-14 days
	15-30 days
	30+ days
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


20. Vital Records (Optional)
List the vital records that require protection or are needed to implement the recovery strategies and where they are located.  Include any additional information about the record such as an archival record number, etc.  A sample table is provided below:

	Vital Records
	Internal Storage
	External Storage
	Additional Information

	
	
	
	

	
	
	
	


21. Communication of Information
Key messages will be developed for each scenario during the time of the disruptive event to reflect current information.

All requests for information from the media or other sources should be referred to the Executive Director or Board Chair.  If others must notify a vendor or key external stakeholder of a potential or actual disaster, the following guidelines should be followed:
· Be calm and avoid lengthy conversation.
· Advise them of the need to refer information requests to the Executive Director or Board Chair.
· Advise them of expectations and actions (avoid giving them details of the incident unless absolutely necessary).
· If the call is answered by somebody else:

· Ask if the contact is available elsewhere. 

· If they cannot be contacted, leave a message to contact you on a given number. 

· Do not provide details of the incident. 

· Always document call time details, responses and actions. 

All activities and contact/escalation must be clearly and accurately recorded. 
22. Plan Maintenance & Sustainment
22.1. Distribution
Track the distribution of the document to ensure current versions have been distributed and who has been entrusted with a copy.
	Document Version
	Issued To
	Position
	Date

	
	
	
	

	
	
	
	

	
	
	
	


22.2. Revision History
This document will be reviewed every 12 months.
Current revision
 ........................ Date ........................
Next revision
 ........................ Date ........................
	Version
	Date
	Reason for Change
	Summary of Changes
	Author
	Approved By

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Appendix A – Business Continuity Debrief Template
	BUSINESS CONTINUITY DEBRIEF

	Introduction

	After an incident, a debrief should be carried out within two weeks. The process is a structured approach to undertaking a debrief and constructive way of identifying lessons learned from the incident for the sole purpose of improving.  The debrief should ensure:

· An open discussion is held

· Everyone in the room participates

· Learning points are documented

	Ground Rules

	There are a number of ground rules that all participants should be aware of and agree to, prior to the start:

· Leave hierarchy at the door
· Everyone should contribute and everyone’s contribution should be respected
· The purpose of the debrief is to learn
· No blame, discussing any potential mistakes made should not lead to blame
· Everyone will have a different truth to share of the same event
· Contributions should be through what people know, feel and believe
· Respect time pressures but all must be fully present - no use of mobile phones
· Make no assumptions, be open and honest

	The Discussion

	What was expected to happen?

· Was there a planned response?
· What was the planned response?
· What was your personal expectation to happen in this type of incident?
· What was the expected timeline?
What actually occurred?

· Each participant should describe what they did, saw or experienced, during the incident.
Was there a difference?

· Was there a difference between what was expected and what actually happened?
· What worked well and what didn't work so well?
What can be learned or improved?

· With the benefit of hindsight - what could have been done differently/better?
· Does anything need to be changed to improve future responses?

	Closing the Debrief

	The key learning points should be summarized from the discussion held, focusing on what lessons have been identified. Inform participants of next steps (i.e. report writing). If actions have arisen, it is the responsibility of the participants to take the actions forward and ensure they are completed (i.e. updating plans).  Once the report has been completed share it with participants to ensure they agree with the contents before forwarding to the Board.

	Business Continuity Debrief Report Template

	Name of Facilitator: 

Attendees:

Apologies:

Date:

	Overview of the Event

	Describe the date and time of the event, the type of event that occurred, the level of BCP activation selected, etc.  

	

	Summary of the Discussion

	Record the responses to the questions and general discussion.


	Lessons Learned

	Lesson #1:

Assigned to (if required):

Completion Date:

Lesson #2:

Assigned to (if required):

Completion Date:

Lesson #3:

Assigned to (if required):

Completion Date:


� ISO 22301:2012(E)
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